degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPKAEHO

JupexTop pu3TEeX-IMIKOJIbI
2IPOKOCMHYECKUX TEXHOJIOTHIi
C.C. Heroasies

PaGouyas nporpamMma qucuunJIMHbI (MOXYJIs1)

Mo TUCHHUIIJIMHE: NudopmannonHas 6e30macHOCTh
10 HANPABJIEHHIO: Nudopmarnka u BIYUCIUTETbHAS TEXHUKA
NpoduJIb MOATOTOBKH: [IporpammHas HHXKEHEpUs

dusTex-1IKosa aBUAIIMOHHBIX U IIU(PPOBBIX TEXHOIOTUH
kadeapa TEXHOJIOT U MPOEKTUPOBAHMS CIIOKHBIX TEXHUYECKUX CHCTEM

Kypc: 1
KBaJIMpUKALS: MarucTp

Cemectp, GopMBI IPOMEXKYTOUHOH arTecTauuu: 2 (BeceHHUN) - nddepeHunpoBaHHblil 3a4eT

AynHuTOpHBIX 4acoB: 75 BCETO, B TOM YHCIIE:
JeKnuu: 45 gac.
cemuHapsl: 30 gac.
nabopatopusle 3ansaTus: 0 gac.

CamocrosrensHas padora: 60 gac.
Bcero gacos: 135, Bcero 3au. en.: 3

[Iporpammy coctaBuiu:

A.A. Tllpuxonpko, kKaua. (Gu3.-MaT. HayK
O.U. Ky3pmun

ITporpamma oGcyskeHa Ha 3aceJaHny Kadepbl TEXHOIOTUI TPOSKTUPOBAHUS CIIOKHBIX TEXHUUECKUX CHUCTEM
30.08.2021



AHHOTANMA

Huctmmimaa  «MHpopMmanoHHass 0€30MacHOCTh»  BKIIIOY4aeT B ce0sS  3HAKOMCTBO — CTYACHTa c
MaTeMaTHYeCKMMH  OCHOBAMH  COBPEMEHHBIX ~ KPHNTOTpaMUYECKHX  TEXHOJNOTMH M NPaKTHKaMH
MHPOPMAIIMOHHOW OE30MacCHOCTH, MPHHATHIX B COBPEMEHHBIX OM3HEC-CTpyKTypax. [Ipaktuueckue 3amaHus
BBITIOJTHSIOTCS ¢ HCTIoNb30BanueM s36ikoB C/C++ u Python, a B ciydae paspabdorku Murepuer-cucrem (b, B)
JOTNOJIHUTEIBHO JJOMYCKAeTCsl HCIIOIb30BaHMe si3bIka JavaScript.

1. leau u 3apauu

Meap AUCUMNIMHBI
- (opMmupoBaHre 3HAHWH W HABBIKOB, JIOCTATOYHBIX JISi TOTO, YTOOBI 3((HEKTUBHO MPHUMEHSTH H
MIOHUMAaTh COBPEMEHHBIE NMPAKTUKH MH()OPMAIMOHHON OE30MacCHOCTH M CaMOCTOSATENILHO OCBaWBaTh
CIeLaIbHbIe 3HAaHNUS, HEOOXOIUMBbIE IS UX pa3pabOTKH.

3agaun AU COMIIHHBI
- copMHUpOBaTh MOHUMAHUE MATEMAaTHYECKUX OCHOB KpHUNTOrpaduy U YMEHHE pelarh psii TUIOBBIX
3a1a4 B 3TOW 00NIacTH;

- chopMHpOBaTH TOHUMAHKE OCHOB MPUKIIAJIHON KpUNTOrpad@uu U YMEHHE PEIICHUS PsiJia TUIOBBIX
3a7a4 B OTOM 00IaCTH;

- TIO3HAKOMHUTh CTYJICHTOB C COBPEMEHHBIMH HPAKTHKaMH HH(POPMAIIMOHHONW 0€30MacHOCTH,
MPUMEHSEMBIMU Ha MIPOMBIIIICHHBIX TPEANPUATHIX U B OM3HEC-CTPYKTYypax.

2. Ilepeyens opMupyeMbIX KOMIIETEH M

OcBocHue AUCHUIIJIMHBI HAIIPABJICHO Ha (bOpMI/IpOBaHI/Ie [$1($91474:0)11170,€ KOMHGTGHL[I/Iﬁi

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIMHN I/IHILI/IKaTOpBI JOCTHIXKCHHUA KOMIICTCHIIMH

OIIK-3.2 CnocobeH pa3pabaTbiBaTh U MOJCPHU3UPOBATH
IPOrpaMMHOE u annapaTHoe obecrieueHne
WH(POPMALIMOHHBIX U aBTOMaTU3UPOBAHHBIX CUCTEM

OIIK-3 CriocoOeH BRIOUPATh U (HITH)
pa3pabaThIBaTh MOJXOJIbI K PEIICHHIO THIIOBBIX
Y HOBBIX 337124 B 001acTH HH)OPMATUKH U
BBIYMCIIMTEIIbHOW TEXHUKH, YUUTHIBAS
O0COOCHHOCTH U OTpaHUUCHUS Pa3TMYHBIX
METOJIOB PEIICHUSI

OIIK-4.1 Cnoco0eH NpPUMEHATH 3HAHUS M HAaBBIKU IIO
UCTIONIb30BAaHHIO MH(pOpPMaMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUH I IOUCKA M U3YyYEHUS] HAYYHOH JIUTEpPaTyphl,
MPUMEHEHHSI IPUKJIaJHBIX TPOTrPAMMHBIX NTPOILYKTOB

OIIK-4 CriocoOeH ycIenHo peann30BbIBaTh
peleHne MoCTaBIeHHOH 3a/1a4M, IPOBECTH
aHaJM3 pe3yJbTara M MPeACTaBUTh BHIBOIbI,
IPUMEHSS 3HAHUS ¥ HaBBIKK B 00J1aCTH
MaTeMaTHKH, €CTECTBCHHBIX HayK U
MH()OPMAMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTUI

[1K-2 [MorumMaeT 1 criocobeH MPUMEHUTH B [IK-2.1  3naeT OCHOBBI  HAyYHO-HCCIIEIOBATEIHCKOM

HAay4YHO-HCCIIE0BATEIbCKON U MPHUKIIATHON
JESITEIbHOCTU OCHOBHBIE 3aKOHBI
€CTECTBO3HAHUS, COBPEMEHHBIN
MaTeMaTUYECKUH almapar U alropuTMBl,
COBPEMEHHEBIE
MH(POPMALMOHHO-KOMMYHHUKAI[HOHHBIE
TEXHOJIOTUHU

JEATeIIFHOCTH B 00JacTH WH(OPMAIIMOHHBIX TEXHOJIOTHH,
BJIaJIeET 3HAHUEM OCHOB (PHIIOCO(OUN U METOJIOIIOTHU HAYKH;
3HAHHEM METOJIOB HAyYHBIX MCCIIEOBAaHHMI M HABBIKAMH HX
HPOBE/ICHHUS

3. IlepevyeHpb MIAHUPYEMBIX Pe3yJIbTATOB 00yUE€HUS MO JUCHUILIHHE (MOIYJII0)

B PE3IYIBTATC OCBOCHUA JUCIHUTIIINHBI O6y‘{aIOH_II/I€C$I JOJI>KHBI

3HAThb:

- OTIPEJIETICHNs] OCHOBHBIX OOBEKTOB M MOHATHH U3 001aCTH MaTeMaTHYECKUX OCHOB KpUITorpaduu;
- OCHOBHBIE aJITOPUTMBI X IOAXOABI IPUKJIAJHON KpUIITOrpaduy;
- KJIFOYEBbI€ KOHIETILIUH U TTOXO0/IbI COBPEMEHHBIX IPAKTUK HHPOPMAMOHHON 0€30MacHOCTH.

YMETb:




- MIPUMEHSTh 3HAHUS M3 00JACTH MaTeMaTHYECKUX OCHOB KpUMTorpaduu Ui aHaiu3a U pa3padoTKH
KPUNTOTpaprUECKUX aJITOPUTMOB;
- TNPUMEHATH 3HAHMSA Kypca Ui aHalinM3a pa3lInYHbIX PEHICHUH B o0nacTu HHMOPMAIMOHHOI
0€e30I1aCHOCTH.

BIIAJIETH:
- MaTeMaTHUYECKUM armapaTtoM MPUKIaTHOW KpUnTorpaduu;
- KOHIICTIIIUSIMU M TTOHSATHSIMHU COBPEMEHHBIX MPAKTUK MH(POPMAIIHOHHOM 0€3011aCHOCTH.

4. Conep:xanne TMCUMILIMHBI (MOAYJIs1), CTPYKTYPHMPOBAaHHOE 1O TeMaM (pa3jesiaM) ¢ yKazaHueM
OTBEJE€HHOI'0 HA HUX KOJIMYeCTBA aKaJeMHYeCKUX YacOB 1 BH/I0B YUeOHbIX 3aHATHI

4.1. Paznenbl nuctMIiInHbl (MOYIIS) M TPYAOEMKOCTH IO BUAAM yUEOHBIX 3aHSATHH

TpynoeMKoCTh O BUJaM YUeOHBIX 3aHATHI, BKIIIOYas
CaMOCTOSTENIbHYIO padoTy, Jac.
No Tema (pazmen) TUCITUTUTHHEL
Jlexkimu | CemuHapsl JIaGopat. paboThI Camocr.
P pat-p pabora
1 Teopust MHOXKeCTB U OylieBa JIOTHKA 2 1 3
2 OcHoBHI apudmMeTuKn 2 2 4
3 Anrebpanueckue CTPYKTypBI 4 2 4
4 Anroput™Mudeckne mpoOiaeMbl B KOJIbLaxX ) ) 4
Z/nZ
5 Konbnia MmuorouneHos u noing ["anya 3 2 4
6 MarpuuHbple TIpynmsl W JIMHEWHBIE 4 > 4
JUHAMUYECKUE CUCTEMBbI
7 Onmunrryeckas Kpunrorpadus 3 2 4
8 ANTOPUTMBI 2 2 4
9 [Ipocreitmme anropuTMel Kpunrorpabhuu 3 2 4
10  |ludpoBanue 2 2 4
11 OOMeH Kiro9aMu 3 2 3
Kpunrorpadgus ¢ OTKPHITBIM KIIIOUOM H
12 2 2 4
uugpoBasi MOIMUCH
13 |Mudpactpykrypa PKI 2 1 4
14 [onsTue MH(POPMALMOHHOM 3 ) 4
0e30MmacHOCTH
OcCHOBHBIE ~ KOHLENIMM U  TEPMUHBI
15 o 4 2 4
nH(POPMALIMOHHOH 6e30MacHOCTH
Pazpaborka W BHeapeHHE TOJIUTHKU
16 . 4 2 2
WH(POPMAIIMOHHOM 0e30MacHOCTH
Hroro wacos 45 30 60
[loaroroska k sK3aMeHy 0 gac.
OO01mas TpynoEMKOCTh 135 yac., 3 3au.en.

4.2. CopepxaHue TUCHUIUTHHBI (MOAYIIS), CTPYKTYPHUPOBAHHOE 110 TeMaM (pa3zesiam)
Cemecrtp: 2 (Becennuit)
1. Teopust MHOXeCTB U OysieBa JIOTHKA

MHoxectBa U oroOpaxeHus. OCHOBHbIE oOIepallMM HaJ MHO)XecTBaMH. BUHapHbIE OTHOLICHHS.
[lepecranoBku. Jlornueckue GopMysbl U MPETUKATHI.




2. OCHOBBI apUPMETHKU

Henenne ¢ ocrarkom. Anroput™m EBkmuma. [IpocTbie umcia W OCHOBHas TeopeMa apu(METHKH.
Kuraiickas Teopema 06 octarkax. Pacnpenenenue npocTbX YMCed.

3. AnreOpandecKue CTpyKTyphl

I'pynnel. KommyraruBueie rpynnsl. [pynma mepecranoBok. Kombia. AnreOpamdeckue CBOHCTBa
KOJIbLIa BBIYETOB Z/nZ.

4. AnropuTMHUYecKue MpodiieMbl B KOJbliax Z/nZ

HuodanTtoBel ypaBHeHus. DyHkums Oiinepa. beicTpoe Bo3BemeHHe B creneHb. JIMCKpeTHBIN
norapum. HanéxHele 1aT4uKu CIIy4aliHBIX YUCEIL.

5. Konba MHOrousieHoB u noist [anya

Anroput™m penenus. PasnoxxenHue Ha MHOxuTenn. HempuBoanmbie MHOrOwIeHbl. ApudMeTHka B
nonsix ['anya. Pactumpenus n aBroMopdu3Mel mosnei.

6. MarpuuHble TpyIIbl U JUHEHHbIE JUHAMUYECKUE CUCTEMBbL

Knaccuueckue maTpuunsle rpynmnsl. JInHelHble AMHAMUYECKUE CUCTEMBI B R™n U UX CrieKTpalibHbIE
CBOMCTBA. MaTpuIlbl ¢ LEIOYMCICHHBIMU Kod(dduimenramu. JInHEHHbIE JUHAMUYECKHE CHCTEMBI
HaJ| TIOJISIMH BBIYeTOB U TioJisiMu ['anmya. ABtomopdusm dpobenuyca.

7. Onnunrrdeckas Kpuntorpapus

KoHCTpyKIIMsL 2MIUMOTHYECKOM KpPUBOM HaJd KOHEYHBIMM NOJSAMHU. IIpOEKTHBHBIE KOOPIWMHATBHI.
Onmunruyeckas apupmernka. Teopema Xacce.

8. AnropuTtmsl

[lonsatue o0 anropuTMuveckoil crnoxHOCTH. Ipadsr u gepeBbs. Koneunole aBroMaTsl U
aBToMopdu3mbl aepeBbeB. Kimaccel P 1 NP. Kpunroananus — ocHoBHBIe monxonsl. [IpeacraBnenne o
KBaHTOBBIX BBIYHCIICHUSAX.

9. IlpocrTeiiime aaropuT™Mbl Kpuntorpadpuu

Uctopuueckuit 0030p. Kpunroananus cxem mudpoBaHus ¢ OHUEKTHBHBIM MpeoOpa3oBaHUEM.
XelUpoBaHUE - TIOAXO0/bl U AJITOPUTMBI.

10. llIndposanune

[TonsiTne o cxeme cummerpuyHoro mudposanus. OCHOBHbIE anropuTMbl. biounble MHPHL.
[Hoaxoap! K HaIEKHOMY CO3JAHUIO KITIOUEH MU(pPOBAHHUS.

11. OOMmeH KiIrouaMu

Hcmonp30BaHre CXeM KIIOUEBOrO OOMEHa B TEJICKOMMYHUKAIMOHHBIX CHCTEMaxX. AJITOPUTM
Huddu-Xennmana. Anroputmsl kiroueBoro oomena [OCT.

12. Kpunrrorpadusi ¢ OTKPBITHIM KIIOUOM U IIU(pOBast MOAMHCH

[TpuHIMIBI ¥ TOAXOABI K CO3MAHHMIO ACHMMETPUYHBIX CXeM MIM(POBAHHMA U MOAMHCH. AJTOPUTM
RSA. Anropurmer 'OCT.



13. Uudpacrpykrypa PKI

Cranmaptel TpezacTaBieHuss Kpuntorpapuuecknx coobmeHnit. ASN.1. JlepeBo OOBEKTHBIX
uaentupukaropoB OID. CepTudukarbl OTKPBITHIX KIIOYEH 53JIEKTPOHHOM IH(PPOBON MOIIHCH.
Cranpaptet TOCT. VYnocrosepsitonme teHTpol u uHdpactpykrypa PKI. [lpaktrka BHeapeHwUs
ungpactpykrypsl PKI B Poccuiickoit denepanun.

14. Tlonsitue MHPOPMATMOHHON OE€30MTACHOCTH

[lonsartue wuHpopmaunoHHO Oe3onacHocTd. CouuanbHas WHXKCHEPHS KaK WMHCTPYMEHT JUis
npefoTBpalieHnss yrpo3 HuH(opmanumoHHOH Oe3omacHocTu. [IpuMeHeHHME HCKyCCTBEHHOTO
WHTEJUIEKTa TpPH PELICHWH 3aJad COLMAIbHOM HHXKCHEPHUH. CrpykTypa HOCTPOEHUS
rOCyJapCTBEHHOH CHCTEMBI U OCHOBHBIC 3aKOHOAATENbHbIE TpPeOOBaHUS IO  BOIIPOCAM
nH(popMaMOHHON 1 Kubepbe3onacHocTH B PO.

15. OcHoBHBIE KOHLEIIUN U TEPMUHBI HH()OPMAIIHOHHON 06€301acHOCTH

OCHOBHBIE TEPMHHBI M ONpefeicHUss HHGOPMALMOHHOW Oe3onmacHOCTH. OTBETCTBEHHOCTD
JOJDKHOCTHBIX JIMIT 32 BBINIOJTHEHNE 3aKOHO/ATEIbHBIX TpeOoBaHuit o Bonpocam Ub. UHcalineps! n
MCXOASIIUE OT HUX YTPO3bl HHQOpMaIMOHHOH O6e3onacHocTH. Knbepopyxue u KHOEpBOHHBI.

16. Pa3paboTka 1 BHeipeHHE OJIUTUKHA WHPOPMAIIMOHHOM Oe30MmacHOCTH

Pa3paborka u BHenpeHne MOTUTHKH MHPOpMaLnoHHOW Oe3onmacHocTH. Obecnieyenne 0€30MacHOrO
J0CTyNna K UH(GOPMAIIMOHHBIM aKkTHBaM. [lepcriekTHBHBIE BOIIPOCH MH(POPMALMOHHON 6€301MacHOCTH
u kubepbeszonacuoctu. Tect Triopunra. JlocTikeHIE COCTOSIHUA TEXHOJIOTHYECKONW CHHTYIAPHOCTH.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HEO0X0AMMOM AJIsl OCYIeCTBICHHUS 00Pa30BATEILHOIO
npouecca o JHCHUIIMHE (MOLYJII0)

yudeOHas ayTuTOpHsl, OCHAILEHHAs! KOMITBIOTEPOM U MYJIBTUMEAUHHBIM 000py10BaHHEM (IIPOCKTOP,
3BYKOBasi CHCTEMA).

6.IlepeyeHb pekoMeHAYeMOM JIUTEPATYPHI

OcHOBHas JIuTEparypa
1. Madopmanmonnas 6e3onacHocTs [Tekcet] : yueb. mocobue amns By3oB / M. M. Kotyxos, A. H.
Ky6ankos, A. O. Kanamnukos ; M-Bo 00p. u Hayku PO ; @enepansHoe areHcTBO 110 00p.; Mock.
¢uznko-TexH. uH-T (Toc. yH-T) ; Akagemus UbC .— M. : Akagemust UBC : MOTHU, 2009 .— 194 c.
2. Undopmannonnas 6e30MacHOCTh KOMITBIOTEPHBIX cucTeM U cerei [Teker] / B. @. [llanbrus -
M.®OPYM : UH®PA-M,2012

JomonanTtenyHas IuTeparypa
1. be3onacHOCTh | ynpaBlieHUE JOCTYIIOM B HH(OPMAIIMOHHBIX cucteMax [TekcT] : yueb. mocobue st
CTyZleHTOB cpenH. pod. oOpa3oBanus / A. B. Bacunskos, 1. A. BacunskoB .— M. : DOPYM, 2010
— 368 c.
2. ANTOpPUTMEI TeJIEKOMMYHUKAITMOHHBIX ceTel [Teker] : B 3 4. : yue0. mocobue s By308. Y. 3.

[pouenypsl, auarHocruka, 6ezomacHocts / FO. A. CemeHnoB .— M. : Unrepuet-YH-T MHDOPM.
Texnonoruii : BUHOM. JIa6. 3nanwmii, 2007 .— 511 c.

7. llepedyeHn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHHKAIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 0CBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

He ucnonesyrores



8. IlepeyeHb HHPOPMANMOHHBIX TEXHOJIOTHIi, HCIIOJIb3yeMbIX NPH OCYLeCTBJICHUU 00pPAa30BaTEeJIbHOI0
npouecca 1o JHCHUIIMHEe (MOIYJII0), BKJIIOYAs NepedeHb He00X0AUMOro NpOrpaMMHOro odecrnedyeHnst
1 MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (NPH HEOOXOAUMOCTH)

Ha 3aHATHSX HCTIIONB3YIOTCSI MYJIBTHMEAUHHBIC TEXHOJIOTHUH, BKJIFOYAs IEMOHCTPAIIMIO TIPE3CHTAIU.
Ha xommproTepax B KOMIBIOTEPHBIX KJIacCax JIOHKHA ObITh YCTAHOBIICHBI ONIEPAIIMOHHAS CHCTEMA
Windows.

9. MeToauveckue YKazaHnus NJist oﬁyqaloumxm 0o 0OCBOCHMIO JTUCIHUIIINHBI (MO)_Iy.Tlﬂ)

CTyIeHT, U3ydaroluil Kypc T0JDKEH, C OHON CTOPOHBI, OBJIAAETh OOLIMM HOHATUHHBIM alllaparoMm, a C
ZPYyToil CTOPOHBI, JOHKEH HAYYUThCS IPUMEHATh TEOPETUUECKUE 3HAHUS Ha MPAKTHKE.

B pesynbrate u3ydeHWs IUCLHUIUIMHBI CTYAEHT JOJDKEH 3HAaTh OCHOBHBIE OIPENEIECHMs, MOHATHA,
QJITOPUTMBI, YMETh [IUCaTh MHOTOIPOLIECCHbIE 1 MHOTOHUTEBBIE NIPUIIOKEHUS B CPENIE ONEPallMOHHON
cucTeMbl Linux, KOppEKTHO OpraHU30BBIBATH B3aMMOJICHCTBHE MPOLIECCOB U HUTEH, KaK JIOKAIbHBIX,
TaK ¥ yAaJeHHBIX, paboTaTh ¢ (paiiiaMu U yCTPOWCTBAMHU BBOJA-BBIBO/IA.

VYeneniHoe ocBoeHrE Kypea TpeOyeT HanpshKEHHOM paboThl cTyleHTa. B mporpaMme Kypca npuBeeHO
MUHUMaJIBHO HEOOX0IMMOE BpeMsl Ui padOoThl CTy/IeHTa HaJ TEMOM.

CamocrosiTenbHas padoTa BKIIIOUAET B ceOs:

- YTEHHE U KOHCIIEKTHPOBAHME PEKOMEHOBAHHOM JINTEPATYPHI;

- mpopaboTKy yuyeOHOro marepuana (IO KOHCIIEKTaM JIEKIUH, y4eOHOW W Hay4HOH JuTepaType),
JI0Ka3aTeJIbCTBO OTIEJbHBIX YTBEPKIECHUM, CBOMCTB;

- pelleHue 3a/1a4, IpeAaraeMblX CTyIEHTaM Ha JIEKLUSX.

PykoBOACTBO W KOHTPOJNb 32 CaMOCTOSITENBHOW paboTOl CTylaeHTa ocymiecTBisieTcss B (opme
WHIUBUAYaJIbHBIX KOHCYIBTAllHN.

ITokazarenem BiafeHUs] MaTepHAJIOM CIIY>)KHT YMEHHE pEIIaTh TEOPETUUECKNE U IPAKTUUECKHUE 3a0a4H.
Jnst GopMUpOBaHUST YMEHUS IPUMEHATh TEOPETUUECKUE 3HAHUS HA MPAKTHKE CTYACHTY HEOOXOAMMO
pelaTh Kak MOKHO OOJIblIe MpakTHYeCKuX 3a1ad. [lpu pemennn 3a1ay kaxoe 1eicTBre He0OX0ANMO
apryMeHTHpOBaTh, CChUIASACh HA WU3BECTHbIE TEOpEeTHYECKHE CBeleHMs. IIporpaMMbl AOJIXKHBI JIETKO
YUTATHCSI U UMETh MOJPOOHBIE KOMMEHTAPHUH.

BaxHo 100UTHCA NMOHMMAHMS HW3y4aeMOro Marepuana, a He MEXaHHYeCKOro ero 3anoMuHaHus. [Ipu
3aTPyJHEHUM M3YYEHHUS OTAEIBbHBIX TEM, BOIIPOCOB, CiIEAyeT oOpalaTbcs 3a KOHCYJIbTalUsAMHU K
JIEKTODY.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

0 HANIPaBJICHUIO: HH(bOpMaTHKa U BBIYUCIIUTCIIbHAA TCXHUKA
Nnpo¢uJIb NOATOTOBKH: IIporpammuas nHXEeHEpHs

dusrex-mkoaa ABUAIIlMOHHBIX U L[H(prBLIX TEXHOJIOTHH

Kaq)e;[pa TEXHOJIOTHH HOPOCKTUPOBAHUSA CIIOKHBIX TCXHUYCCKUX CUCTCM
Kypc: 1

KBaJIH(UKALUS: MarucTp
Cemectp, hopMBI IPOMEKYTOUHOH arTectanuu: 2 (BeceHHul) - JlnddepeHunpoBaHHblil 3a4eT

PaspaGorunkm:

A.A. Tllpuxonpko, kKaua. (u3.-MaT. HayK
O.U. Ky3pmun



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

OIIK-3 Cnioco6eH BbIOMpaTh u (MIIN)

paSpa6aTLIBaTB MOAXOAbI K PCIICHUTIO TUITOBBIX

Y HOBBIX 337124 B 001acTH HHQOPMATUKH U
BBIYHMCIIMTEIILHON TEXHUKH, YUUTHIBAS
0COOCHHOCTHU M OIPaHUYCHUS PA3TMYHBIX
METOJIOB PeIICHHS

OIIK-3.2 CnocobeH paspabaTbiBaTh W MOJEPHU3UPOBATH
pOrpaMMHOE u anrmapaTHoe obecrnieueHue
MH(OPMAIIMOHHBIX M aBTOMAaTU3UPOBAHHBIX CHCTEM

OIIK-4 Crioco0eH ycIeniHo peain30BbiBaTh
pelleHue MOCTaBIeHHOH 3a/1a4, IPOBECTU
aHaJlu3 pe3yJbTrara v IIpeJCTaBUTh BbIBOABI,
MPUMEHSISl 3HAHUS U HABBIKKA B 00JacTu
MaTeMaTHUKH, ECTECTBEHHBIX HAYK U
UH(POPMALOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTUHI

OIlK-4.1 CnocobeH NpPUMEHATh 3HAHUST M HABBIKU TIO
HCIOJIb30BAHUIO “H(OPMALIMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTUI IS TIOMCKA M U3YYEHUS] HAy4YHOU JIUTEPaTyphl,
MPUMEHEHHSI IPUKJIAHBIX TPOTPAMMHBIX IPOIYKTOB

[1K-2 [TorumaeT 1 ciocobeH MPUMEHUTH B
Hay4HO-UCCJEN0BATEIbCKON U NPUKIaJHON
NEATENBHOCTH OCHOBHBIE 3aKOHBI
€CTECTBO3HAHUSI, COBPEMEHHbII
MaTeMaTHYECKUH anmnapar ¥ aJlfOPUTMBI,
COBpPEMEHHbIE
WH(POPMALOHHO-KOMMYHHKAIIOHHbIE
TEXHOJIOTUH

I1K-2.1 3Haer OCHOBBI Hay4HO-UCCJIEeI0BaTEIbCKON
NEeSITEeTLHOCTH B 007acTH MH()OPMAIIMOHHBIX TEXHOJOTHIA,
BIIAJICET 3HAHUEM OCHOB (PMI0CO(OUU U METOJOJIOTHH HAYKH;
3HAHMEM METOJIOB HAayYHBIX HCCJIEOBAaHUI M HaBBIKAMU WX
MPOBEACHUS

2. Iloka3aTe/in OLlEHUBAHUA KOMITETEHIU

B pesynbrare nzyuenus aucuuiuinasl « THPopMannonHas 6e301macHOCTE) 00y4arOIIUNACs JOIKEH:

3HATb:

- OTIpe/ieTICHUsI OCHOBHBIX OOBEKTOB M MOHSATHH U3 00JIaCTH MaTeMaTHYECKUX OCHOB KpUITOTpaduu;
- OCHOBHBIE aJITOPUTMBbI 1 TIOIXOAbI TPUKIIAHON KpUITorpapumu;
- KJIOYEBbIe KOHLEMIUH U TIOAX0/IbI COBPEMEHHBIX MPAKTUK HH(OPMALIMOHHON O€30IaCHOCTH.

yMeTh:

- IPUMCHSATH 3HAHUA U3 00JIaCTH MaTeMaTHYCCKUX OCHOB KpI/IHTOFpa(bI/II/I JUIA aHaJIn3a " pa3pa60TKH

KPHUIITOrpapUIeCKUX aJIrOPUTMOB;

- HOPUMCHATHL 3HAHUA KypCa I aHain3a pPasiIndHbIX pemeHHﬁ B obOnactu HH(I)OpMaL[HOHHOﬁ

0Ee30I1aCHOCTH.
BJIAJETh:

- MaTeMaTHYECKUM aInIapaToM NpUKIaJHON Kpunrorpapuu;
- KOHLICTIUSIMH U TIOHSATHSIMH COBPEMEHHBIX IPAKTUK HHPOPMALIMOHHON 0€30MacHOCTH.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylleMy KOHTPOJII0

1 OcCHOBHEBIE orepaliii HaJ MHOXCCTBAMU. BI/IHapHBIC OTHOLICHUAA. HepeCTaHOBKI/I. Jloruueckue

(hOpMYIIBI U TIPEAMKATHI.

Onpenenenue KOMMYTaTUBHBIX IpyIil. ['pynna nepecraHoBOK.

Anrebpanueckre CBOWCTBA BEIYETOB Z/nZ

JrohaHTOBBI ypaBHEHHS.

KOJ'ILI_Ia MHOTI'OYJICHOB. HerI/IBOIII/IMBIe MHOT'OYJICHBI.

JluneitHble AMHAMUYECKHE CUCTEMBI B R™n 1 UX crieKTpaibHbIe CBONCTBA.

2
3
4
5 JluckpetHsiii norapudm. HagexxHble 1aT9nku CITydailHbIX YUCEIT.
6
7
8

JluneiiHple AMHAMMYECKHE CHCTEMbl HaJ MOJISIMU BBIYETOB M moisimu lamya. Aromopdusm

®pobennyca.

9 KoHCTpyKUUS SIIUNTUYECKOW KPUBOU HAJl KOHEUHBIMHU MOJISIMHU.

10 IlpoexTrBHBIE KOOPAUHATEL. DnunTrdeckas apupmerrka. Teopema Xacce.




11 [Monsitne 00 anropuTMHUUYecKol cloxHOCTH. I[padsl m jaepeBbs. KoHeuHble aBTOMAarhl M
aBTOMOP(H3MBI 1€PEBHEB.

12 KpunToananus — 0CHOBHBIE Toxoabl. [IpeacTraBienne 0 KBAHTOBBIX BEIYHCICHUAX.
13 Tlonsarue o cxeme cuMMeTpUIHOTrO mHppoBanus. OCHOBHBIE aJTOPUTMBI.
14 bnounsie mudpsl. [logxoapl K HAZAEKHOMY CO3/IaHUIO KIIOUEH MIN(PPOBAHUS.

15  Hcmomp3oBaHHWE CXeM KIIOYEBOT0O OOMEHA B TEICKOMMYHHKAIMOHHBIX CHCTEMaX. AJITOPUTM
Huddu-Xennmana.

16 Anroputmsl kimodeBoro oomena ['OCT.

17 TIpuHIMIBI U MOAXOABI K CO3AAHUI0 ACHMMETPUYHBIX CXeM MIM(POBAHUSA U MOAMUCH. AJTOPUTM
RSA. Anropurmer 'OCT.

18 Crangaptel npexnctaBieHusi kpuntorpapuueckux coodbmenuii. ASN.1. JlepeBo 0OBEKTHBIX
uaenrugpukaropos OID.

19 CeptudukaTsl OTKPBITHIX KIIOUeH »neKTpoHHOH IudpoBod moamucu. Cranmaptei [OCT.

20 VYmocrosepsitomue HeHTpsl U nHPpactpykrypa PKI. [Ipakruka Bueapenus nnppactpykrypst PKI B
Poccuiickoit ®enepanuu.

4. [lepeyens THNOBLIX (MPUMEPHBIX) BOIMPOCOB U TeM [IJIsl IPOBeAeHUs IPOMEKYTOUHOI aTTecTalluu
oOyuaroumuxcst

. Uto Takoe «uH(pOpMaLnoHHas 6€30aCHOCTb»?
. B gem cocrout Meronuka nHGOPMAIIOHHON 3aIIUTHI?
. UTo Takoe MoMMTHKHU 0e30macHOCTH?

1

2

3

4. Kakue noAXoAbl U MCTOAUKHN YIIPABJICHUS HH(bOpMaHHOHHOfI 0e30MacHOCTRIO BEI 3HAETE?
5. Pacckaxwure 00 OpTraHU3allMOHHBIX CTPYKTYpaxX U COCTABC CTAHAAPTUIYIOIIUX JOKYMCHTOB.
6

UYro Takoe kareropusammsa? Yem oTIMuaroTcs Kareropum Apyr ot japyra? B uem omnmmums
KaTeropu3aluu ot Kiaccupukanuu napopmamnun’?

7. Pacckaxute 0 METOMKE YIIpaBiIeHHsI pUCKaMH B MHPOPMAITMOHHOW 0€30MacHOCTH.
8. Uro Takoe ya3BUMOCTH U KaK OLICHUTh IIOTEHLIUAIbHbIE 10TEPU?

9. Kakue THmel TpeboBaHMli WHPOPMALMOHHOW Oe3omacHOCTH cymiecTByioT? [lepednciuTs.
OxapakTepH30Barh.

10. Kakue tunsl kpunrorpaduyecKuX alropuTMOB BbI 3HaeTe?

11. Yo Takoe cMMMETpUYHbIE H ACUMMETPUYHBIE CUCTEMBI LTU(PPOBaHNUSA?

12. Yro Takoe nudposas noanuch u xsm-¢pyHkunu. Odmee 1 paznuyus?

13. HatmonanbHbIe (rocyiapcTBEHHBIE) 0COOCHHOCTH KPUNTOrpadUueCcKUX CHCTEM?
14. TlepeyrcnUTh TUIBI CPEACTB 3aLIUTHI ONICPALIIOHHBIX CUCTEM?

15. O0GbAcHUTE MPUHLUIIBI 3aLIUTHI IPUKJIATHOTO MPOrPaMMHOI0 obecreueHus?

16. IlepeuncnuTh Kiacchl CPEACTB ceTeBol OezomacHocTH. OXapaKTepru30BaTh KaXIblii U3 KJIACCOB.
17. Onuwmwute apxutektypy IP VPN 1o Bcem ypoBHSIM CeTE€BBIX B3aUMOJEHCTBUN?
18. Ilepeuncauts nporokosusl IP VPN 1o BceM ypoBHSIM CeTeBbIX B3aUMOACHCTBUI?
19. Pacckaxute 06 apxurekrype [PSec.

20. Ilepeuncnure Bce MpOTOKOIBI B apxuTekType [PSec.

21. PacckaxxuTe 0 IpOTOKOJIaX HeHTUUKAK B apxuTekrype [PSec.

22. Pacckaxure 0 mpoTokosiax mudposanus B apxurekrype [PSec.

23. Pacckaxure o MpOTOKOJIax reHepanuu u oomena kiroueit IKE.

24. YUro Ttaxoe uHPpacTpykrypa oTKpbIThIX Kimtouedl (PKI — public key infrastructure)? Omnummre
apxurekTypy PKI, 0OCHOBHbBIE KOMIIOHEHTHI.

buner 1

B deMm cocTosT yCiyru TpeTheil JOBEPEHHON CTOPOHBI IIPH PACHIPEACIICHUU KITHOYEH.
buner 2

Pacckaxure 0 THIIAX yHpaBICHUS AOCTYIIOM U paclpeeeHus Mpas.

buner 3

Pacckaxure 0 6e30M1aCHOCTH CEPBHCOB YeIOBEKO-MAIIMHHOTO HHTEpdeiica

buner 4

Pacckaxure o cnennpurke MOAnepKKU Kpuntorpadpuieckux 0a3 JaHHbIX.



Kpurepun onennBanus

Onenka «ormuuHo (10)» BeicTaBisieTcs oOydYaroleMycs, €cCJIM TI0Ka3aBIlIeMy BCECTOPOHHUE,
CHCTEMaTH3UpPOBaHHbIC, IITyOOKHE 3HAHUS MpEAMETa U B Xonue Oecelbl OH BEPHO U JETATbHO OTBETHII
Ha dYeTelpe (4) NIPOM3BONBHBIX BOIPOCA M3 BBHIIIC IPHUBEIACHHOTO TNepedHs. JleTanbHbIi OTBET
MpearonaracT BEpHbIE OTBETHl HA BCE yTOUYHSIOMIKE BOMpockl. [1oAroToBka M 3amnTa MHULWATHBHOM
KypCOBOM pabOTBHI SBIAETCS IPEUMYIIECTBOM.

Onenka «otnuaHo (9)» BbICTaBIsIETCS OOYyYaIOMIEMyCsl, €clii B XoJe Oecelbl OH BEpPHO, HO HE
MCUYEPIBIBAIOIIEE JICTATBHO OTBETHJI Ha YeThIpe (4) MPOM3BOIBHBIX BOIPOCA U3 BBIIIC MPUBEICHHOTO
nepeyHsi (MOr HE OTBETUTh HA HEKOTOphIE YTOYHSIONIME Bompockl). [loaroroBka u 3ammuTa
MHHUIUATUBHOMN KypCOBOM pabOTHI SABJSIETCS IPEUMYIIIECTBOM.

Omnenka «oTauaHO (8)» BBICTABISIETCS OOYYaIOIIEMYCsl, €clii B XOJe Oecelbl OH BEpPHO, HO HE
MCUYEPIBIBAIOIIEE JICTATBHO OTBETHJI Ha YeThIpe (4) MPOM3BOJIBHBIX BOIPOCA U3 BBIIIC MPUBEICHHOTO
nepevHs (He OTBETHII HA YTOYHSIOIIME BOIPOCHI).

Onenka «xoporio (7)» BeICTaBisieTcs: 00y4aromeMycs, €Clii B Xoie Oece/lbl OH BEPHO M JJOCTATOYHO
JeTAIBHO OTBETWI Ha TPH (3) MPOM3BOIBHBIX BOIPOCA W3 BHIIIE NMPHUBEACHHOTO NepeyHs. JleTambHblii
OTBET MpEAIOJIaracT BEpHbIE OTBEThI HAa BCE YTOYHSIOIIME BONPOCHL [loaroToBka W 3ammra
WHHULUATUBHOMN KypCOBOM pabOTHI SABJISIETCS IPEUMYIIECTBOM.

Onenka «xopomo (6)» BbIcTaBisieTcs oOyyaromeMmycs, €ciu B Xoie Oeceabl OH BEPHO, HO HE
MCUEPIBIBAIONIECE JETAIFHO OTBETHJI HAa TpH (3) MPOM3BOJIBHBIX BOMPOCA M3 BHILIE MPHUBEICHHOIO
nepevHs (He OTBETHJI HA HEKOTOPbIE YTOYHSIOIIKE Bompockl). [lonroroBka u 3ammra WHULUATUBHON
KypCOBOM pabOTBHI SBIAETCS IPEUMYIIECTBOM.

Onenka «xopouio (5)» BeIcTaBisieTcs 00y4aromeMycs, €Clii B XoAe Oecellbl OH BEPHO M JOCTATOYHO
JIeTaIbHO OTBETWII Ha JBa (2) MPOM3BOJIBHBIX BOIIPOCA W3 BBIIIE MPHUBEICHHOTO NepedHs. JleTanbHblit
OTBET IPEIIOIaracT BEpPHbIE OTBETHI HA BCE YTOUHSIOIIUE BOIPOCHI.

OrneHka «yIOBIETBOPUTENHHO (4)» BBICTABISICTCS OOy4aroleMycs, €CJIi B XOze Oecelbl OH BEpHO U
JIOCTAaTOYHO JETaJbHO OTBETHU Ha OMUH (1) MPOW3BONILHBIN BOIIPOC M3 BHIIIE MPUBEICHHOTO MEPEYHS.
JleTanpHBIN OTBET MIPE/IIONIaraeT BEpHbIe OTBETHI Ha BCE YTOYHSIOMIHE BOMIPOCH. [loaroroBka u 3ammra
WHUIMATUBHON KYpCOBOM pabOThI SBISETCS IPEHUMYIIIECTBOM.

Onenka «ymoBIeTBOpUTENLHO (3)» BBICTaBIsIETC 00ydaromeMycs, eCiu B Xoe Oeceapl OH BEpHO, HO
HE McUepIbIBatoIIee JIETAILHO OTBETUI Ha OMuH (1) MPOU3BOJILHBIA BOMPOC M3 BHINIE MPHBEICHHOTO
repeyHs (He OTBETHJI Ha YTOYHSIOIIUE BOIIPOCHI).

OreHKa «HEYIOBIETBOPUTEIHHO (2)» BBICTABISETCS 00YYaIOMIEMYCsl, €CIIH B Xozie Oeceibl OH HE CMOT
OTBETUTh HU Ha OAWH MPOU3BOJIHHBIA BOIPOC W3 BHIIIE MPUBEACHHOTO MEPEYHS, HO CMOT OTBETHTH Ha
HABOJISIIINE BOMPOCKHI U BOIIPOCHI C «ITOJICKA3KaAMU).

OneHka «HEYIOBIETBOPUTENHHO (1)» BBICTABISETCS O0yJarOMIEMYyCs, €CIIK B XOe Oecelbl OH HE CMOT
OTBETUTh HHU Ha OJUH MPOU3BOJBHBIA BONPOC U3 BHIIIE MPUBEJCHHOTO TIEPEYHs, a TaK e HU Ha OJUH
HaBOJSILIUI BOIIPOC.

5. MeTonuueckne MaTepuaIbl, ONpeIeJsoNIne MPoueIypPbl OIleHHNBAHUS 3HAHU, YMEHUIl, HABBHIKOB U
(Wy1M) oNbITA AESITEILHOCTH

Bo Bpems npoBenenus angepeHnnaibHOro 3aueTa 00ydaromuecs: MOTyT MOJIb30BaThCs MIPOrpaMMOoit
JUCLUUIUIMHBIL, 8 TAK)KE COOCTBEHHBIMU KOHCIIEKTAMH 3aHSATHH 110 IPEIMETY.

JuddepeHnmanbHpIil 3a4eT TPOBOAUTCS 10 UTOTaM TEKYIIEH aKTUBHOCTH B XOJ€ 3aHATHH, 3allUTHI
WHUIMATUBHONH KypCOBOM palOThl, U MyTeM OpPraHM3alWHd CIEHUAIBHOTO OIpOca, MPOBOAUMOIO B
poCTOi ycTHOI hopme, B BUae Oecepl penoaaBaTesst U CTyIEHTA.



